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Non-UMMS User 
Data Access Agreement 
I acknowledge and agree that the security of the University of Massachusetts Medical School (UMMS) computer systems and the privacy and security of UMMS electronic data is of utmost priority. As a condition of obtaining access to UMMS systems and/or electronic data, I agree that I will: 

1. Access and use UMMS systems and electronic data only as authorized;
2. Not transmit or post any information utilizing the UMMS system that is unrelated to or beyond the scope of my permission to utilize the system.  
3. Keep confidential all information pertaining to the security of UMMS systems;

4. Treat as confidential all user IDs and passwords needed to gain access to UMMS systems or electronic data;

5. Not transmit personally-identifiable or confidential UMMS data over open networks unless specifically authorized and unless encrypted;

6. Not attempt to access data which is not necessary to achieve the purpose of my access authorization; 
7. Not attempt to discover the password(s) of any other UMMS user by any means;

8. Not circumvent or attempt to circumvent any security mechanism or procedure applicable to UMMS systems or to UMMS electronic data;

9. Not use UMMS systems to gain unauthorized access to any other computer system, or for any other unlawful purpose;

10. Not use UMMS systems to harass, threaten or stalk any individual;
11. Not install any applications on the UMMS system;
12. Not attempt to intercept or otherwise monitor any UMMS computer systems, including logins, email, or any other type of UMMS network traffic; 
13. Not attempt to access UMMS-owned individually-identified, client, or personnel records, student grades or financial records, or any other UMMS electronic records reasonably expected to be confidential;
14. Accept responsibility for the preservation, privacy and security of UMMS data in my possession;

15. Immediately notify UMMS if I become aware of any actual or suspected security breach to UMMS systems and/or electronic data by calling:  508.856.6432.
16. Immediately notify UMMS if I receive UMMS data not intended for me and arrange for its secure return, re-transmission, or destruction, as UMMS directs; and
17. Comply with all applicable state and federal laws which govern the use and security of computer 
systems and data including but not limited to the Federal Copyright Law, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, the Electronic Communications Privacy Act of 1986, the Computer Security Act of 1986, the Health Insurance Portability and Accountability Act of 1996, M.G.L. chapter 93H, and the Health Information Technology for Economic and Clinical Health Act of 2009.
I further acknowledge that the termination or expiration of my access to UMMS systems and/or electronic data will not relieve me of my obligations under this Agreement to keep confidential the personally-identifiable data or UMMS network security information I may have accessed under this Agreement.
In case of conflict between this Agreement and any prior contracts between the parties, this Agreement will prevail.



___________________________________
User (signature)                  Date
UMMS Employee (signature)               Date
_________________________________                         __________________________________
(Please print name)                           
(Please print name)
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